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Media and communications security is part of the internal and external security of
the state, as manipulating it with one of the means of artificial intelligence,
including deep fake technology, by generating realistic audio, video and text for
political officials and military leaders, whether in war or peace, poses a challenge
at the level of international public law that deep fake technology poses to online
information environments during armed conflict. To overcome this challenge,
security officials and policy makers need a much greater understanding of how the
technology works and the many ways in which it can be used in international
armed conflicts. Accordingly, deep fake technology can be considered a threat to
force or a use of it in certain cases, and it can be considered an intervention within
the scope reserved for the state in certain cases as well, as this technology does
not constitute a legal violation in all cases of use. This technology can also be
adapted in the phase of the first additional protocol and specify Articles Y1, @)
and ©Vin the event that it is used to influence civilians and their property.
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